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Shall we mutex?



Disclaimer

I’m a baby Gopher and likely made more than a few errors...

Let me know if you notice any!!




Before we dive in

We need to cover some basics on Go's threading model



Recap: G’s, M's and P’s

G for user threads
(goroutines)

M for kernel threads
(machine threads)

P for resources required to
execute G's on M's
(processors)

Golang Goroutine B2 GMP EIE4£E 241 | Alan Zhan Blog



https://alanzhan.dev/post/2022-01-24-golang-goroutine/

Recap: G’s, M's and P’s

P consists of:

sudog
e Scheduler state 0006
o Run queue

o Preemption flags .
e Memory allocator state LAY

o GC statistics pld|e
o Heap memory space AA

(per P to avoid mutex)

P is distinguished from M

o+ &1+ O

@ Grunning

> 00000

Grunnable

Gwaiting

Gsyscall

Gdead

Pidle

k Prunning

P>

Golang Goroutine B2 GMP EIE4£E 241 | Alan Zhan Blog

because M can get blocked on syscalls

Psyscall


https://alanzhan.dev/post/2022-01-24-golang-goroutine/

Recap: G’s, M's and P’s

Threading models:

sudog

e 1:1 (kernel-level threading) m _______

o Runs 1 application thread on 1 kernel thread gueting

o Adopted by GNU C
e M:1 (user-level threading) MOCON

o Runs M application threads on 1 ﬁé‘ér'ﬁé’lmfﬁr‘é’é"d

o Adopted by GNU P AA | o
e M:N threading (hybrid threading) -~ =25 =

o Runs M application threads on N kernel threads

o Adopted by Go Golang Goroutine £2 GMP [R¥E£ E 24 | Alan Zhan Blog



https://alanzhan.dev/post/2022-01-24-golang-goroutine/

Recap: G’s, M's and P’s

M:1 threading:

sudog ‘ G nnnnnn g

e Better performance due to m O
no kernel involvement Q-
M:N threading: ) i

e Blocking system calls/page fauI")tdsle ﬁ)ﬁ 0
not block all application threads ™~ Ao

e Applications can implement their own
scheduling algorithms
e Benefits from multi-core CPUs

Golang Goroutine B2 GMP EIE4£E 241 | Alan Zhan Blog



https://alanzhan.dev/post/2022-01-24-golang-goroutine/

Version #1 - Initial Attempt

Semaphore of size 1 can be used oe

type Mutex struct {

to implement a mutual exclusion? B
The semaphore used here is a bit special Loy n{autex {
return Mutex
(We'll talk about this now) | L
}

This may seem cheating, but works!

func (m *Mutex) Lock() {
runtime_Semacquire(&m.sema)

:
func (m *Mutex) Unlock() {
runtime_Semrelease(&m.sema, false, 1)

}



The Runtime Semaphore

runtime_Semacquire

e Decrements its value if
greater than zero
e Otherwise sleeps the current G andg » o
pUSheS It at the baCk Of the Walt //go:linkname sync_runtime_Semacquire sync.runtime_Semacquire

ueue func sync_runtime_Semacquire(addr *uint32) {
q semacquirel(addr, false, semaBlockProfile, 0@, waitReasonSemacquire)

}
ru ntl me_Sem release //go: linkname sync_runtime_Semrelease sync.runtime_Semrelease

func sync_runtime_Semrelease(addr *uint32, handoff bool, skipframes int) {

Y |ncrement8 |tS Value |f the Walt queu}e semreleasel(addr, handoff, skipframes)

is empty
° Pops 3 waiting G at the front of the B
queue and Wakes |t Up Otherwise go/src/runtime/sema.go at master - golang/go

(github.com)


https://github.com/golang/go/blob/master/src/runtime/sema.go
https://github.com/golang/go/blob/master/src/runtime/sema.go

The Runtime Semaphore
Queueing mechanism for goroutines
keyed by memory address (&m.sema)

Used as wake-up/sleep device
for other synchronisation primitives

Provided to sync package
via linkname to restrict access

( XN J

//go:linkname sync_runtime_Semacquire sync.runtime_Semacquire
func sync_runtime_Semacquire(addr *uint32) {
semacquirel(addr, false, semaBlockProfile, 0@, waitReasonSemacquire)

}

//go: linkname sync_runtime_Semrelease sync.runtime_Semrelease
func sync_runtime_Semrelease(addr *uint32, handoff bool, skipframes int) {
semreleasel(addr, handoff, skipframes)

}

go/src/runtime/sema.go at master - golang/go

(github.com)



https://github.com/golang/go/blob/master/src/runtime/sema.go
https://github.com/golang/go/blob/master/src/runtime/sema.go

The Runtime Semaphore

User-space equivalent of “futexes”

Futexes are used to implement
modern pthread_mutex_lock

Provides an interface to abstract
blocking/unblocking operations to
perform optimisations on top of it

//go: linkname

func sync_runj
semacquiry

}

//go: linkname
func sync_run

semreleasel( aadr, handoff, skipf rames)

}

(14

That is, don't think of these as
semaphores.

Think of them as a way to
implement sleep and wakeup such
that every sleep is paired with a
single wakeup, even if, due to
races, the wakeup happens before
the sleep.

) Russ Cox 3
The Famous Go Guy

Semacquire)
2

=]

pframes int) {

go/src/runtime/sema.go at master - golang/go

(github.com)



https://github.com/golang/go/blob/master/src/runtime/sema.go
https://github.com/golang/go/blob/master/src/runtime/sema.go

The Runtime Semaphore

runtime/sema in comparison to sync/semaphore:

e Acquire decrements the value

The value is stored directly in addr
The wait queue is keyed by addr

[ XN J

//go: linkname sync_runtime_Semacquire sync.runtime_Semacquire
func sync_runtime_Semacquire(addr *uint32) {
semacquirel(addr, false, semaBlockProfile, 0@, waitReasonSemacquire)

}

//go: linkname sync_runtime_Semrelease sync.runtime_Semrelease

func sync_runtime_Semrelease(addr *uint32, handoff bool, skipframes int) {
semreleasel(addr, handoff, skipframes)
}

go/src/runtime/sema.go at master - golang/go

(github.com)



https://github.com/golang/go/blob/master/src/runtime/sema.go
https://github.com/golang/go/blob/master/src/runtime/sema.go

The Runtime Semaphore

sync/semaphore in comparison to runtime/sema:

Acquire increments the value (cur)

o Acquiring more than its size blocks current G
o Releasing more than its value results in @ panic (unlike C/C++)

Acquire/release can be weighted
Handles context cancellation

type Weighted struct {

size int64
cur int64
mu sync.Mutex

waiters list.List

}

func (s *Weighted) Acquire(ctx context.Context, n int64) error
func (s *Weighted) Release(n int64)

sync/semaphore/semaphore.go at master -

golang/sync (github.com)



https://github.com/golang/sync/blob/master/semaphore/semaphore.go
https://github.com/golang/sync/blob/master/semaphore/semaphore.go

The Runtime Semaphore

Q.

Why don’t we store the wait queue inside the Mutex struct, rather than managing
the queues keyed by the address (&m.sema)?

A.

This approach requires exposing the runtime scheduling details to the sync
package, which is not ideal

This will also increase the size of each mutex If statically allocated, or requires
heap allocation otherwise. The queue also needs initialisation in such case
(rather than its zero value), probably via make()



Version #2 - Atomics to the Rescue

We want to avoid the call to
runtime_Semacquire() when
unnecessary

Provide a fast path to Lock()
when there is no contention at all

[ XN _

const (
mutexUnlocked = iota
mutexLocked

)

type Mutex struct {
state int32
sema uint32

}

func (m *Mutex) Lock() {
for atomic.SwapInt32(&m.state, mutexLocked) != mutexUnlocked {
runtime_Semacquire(&m.sema)
}
i

func (m *Mutex) Unlock() {
// TODO
}



Version #2 - Atomics to the Rescue

Use atomic.SwaplInt32() to atomically
read and update the state

Avoids calling runtime_Semacquire()
immediately on entry to Lock(), which
can be expensive

( ION

const (
mutexUnlocked = iota
mutexLocked

)

type Mutex struct {
state int32
sema uint32

}

func (m *Mutex) Lock() {
for atomic.SwapInt32(&m.state, mutexLocked) != mutexUnlocked {
runtime_Semacquire(&m.sema)
}
i

func (m *Mutex) Unlock() {
// TODO
}



Version #2 - Atomics to the Rescue

Set the mutex locked and exit the loop if
the mutex was previously unlocked

Otherwise acquire the semaphore and
sleep

On wake-up, perform the check again,
because a new G might have “barged in”
and acquired the lock before the waiting
G's

const (
mutexUnlocked = iota
mutexLocked

)

type Mutex struct {
state int32
sema uint32

}

func (m *Mutex) Lock() {
for atomic.SwapInt32(&m.state, mutexLocked) != mutexUnlocked {
runtime_Semacquire(&m.sema)

}
i

func (m *Mutex) Unlock() {
// TODO
}



Version #2 - Atomics to the Rescue

Now that we don’t always acquire the
semaphore and decrement its value,
releasing the semaphore in Unlock()
unconditionally will increment its value too
many times!

So let’s leave Unlock() as a TODO for now,
and for now focus on optimising Lock()
- we’ll come back to this in Version #4

const (
mutexUnlocked = iota
mutexLocked

)

type Mutex struct {
state int32
sema uint32

}

func (m *Mutex) Lock() {
for atomic.SwapInt32(&m.state, mutexLocked) != mutexUnlocked {
runtime_Semacquire(&m.sema)
}
i

func (m *Mutex) Unlock() {
// TODO
}



BTW: Atomics Internals

We have two atomic packages in Go:

e internal/runtime/atomic
e sync/atomic

go/src/internal/runtime/atomic at master - golang/go (github.com)

go/src/sync/atomic at master - golang/go (qithub.com)



https://github.com/golang/go/tree/master/src/internal/runtime/atomic
https://github.com/golang/go/tree/master/src/sync/atomic

BTW: Atomics Internals

sync/atomic package:

| NN
e Internally assembly that jumps // sync/atomic/asm.s
TEXT -LoadInt32(SB),NOSPLIT,$0
to intel"nallruntimelatomic JMP internal/runtime/atomic-Load(SB)

// internal/runtime/atomic/atomic_riscvé4.s
// func Load(ptr *uint32) uint32
TEXT -Load(SB),NOSPLIT|NOFRAME,$0-12

MOV ptr+@(FP), A0

LRW (AQ), A0

MOVW AO, ret+8(FP)

RET




BTW: Atomics Internals

- . . // sync/atomic
SynCIatomlc paCkage' func LoadInt32(addr *int32) (val int32)

func LoadUint32(addr *uint32) (val uint32)
e Provides typed interface | | |
// internal/runtime/atomic

e Provides receiver style interface ~ func Load(ptr *uint32) uint32

doc.go is provided for documentation and _

compilation checks, but unused at runtime eo e

// sync/atomic/doc.go (old)
func LoadInt32(addr *int32) (val int32)
func LoadUintptr(addr *uintptr) (val uintptr)

// sync/atomic/type.go (new)

func (x *Int32) Load() int32
func (x *Uintptr) Load() uintptr



BTW: Atomics Internals

sync/atomic package:

e Provides atomic.Pointer[T]
o Generics implementation (from Go 1.19)
o Both generic and non-generic versions exist for easy use



BTW: Atomics Internals

sync/atomic package:

e Provides atomic.Value
o Supports atomic operations on interface values
o Read/write to a 32-bit aligned word is atomic on most architectures
o But an interface value is internally two 32-bit words (typ and data)
so the initial write requires STW via runtime_procPin/runtime_procUnpin



BTW: Atomics Internals

Q. 14

If “read/write to a 32-bit aligned word is atomic’,

then why do we use sync/atomic package at It's well-known that on x86, a 32-

all? bit mov instruction is atomic if the
memory operand is naturally
aligned, but non-atomic otherwise

A.

Preshing on Programming

Because it RMW (e.g. CompareAndSwapint32)
operations are not atomic 99



BTW: Atomics Internals

Q.

If “read/write to a 32-bit aligned word is
atomic”, then why do we use
LoadInt32/Storelnt32 in sync/atomic
package?

A.

Because it guarantees sequentially
consistent memory ordering (which is
stronger than release/acquire semantics)

(14

Since Go 1.19, the Go 1 memory
model documentation formally
specifies that all atomic operations
executed in Go programs behave
as though executed in some
sequentially consistent orde

Go 101

29



BTW: Atomics Internals

Go’s memory order is not guaranteed

In relaxed memory model,
memory read/write to different locations in a process may be “reordered”



BTW: Atomics Internals

Both of these are equivalent in terms of Go’s specification:

func main() {
ready := false
value := 0

go func() {
value
ready

)

for !ready {
runtime.Gosched()

}
fmt.Println(value)

func main() {

ready := false
value := 0

go func() {
ready =
value =

FHO)

for !ready {
runtime.Gosched()

5

fmt.Println(value)




BTW: Atomics Internals

So we may get 0 or 1 at random (depends on compiler/architecture):

[ XN J ( XN
func main() { func main() {
ready := false ready := false
value := 0 value := 0
go func() { go func() {
value = ready = true
ready = true value = 1
) )
for !ready { for !ready {
runtime.Gosched() runtime.Gosched()
I; i
fmt.Println(value) fmt.Println(value)
}



BTW: Atomics Internals

Sequential consistency memory model
prohibits reordering of memory read/write
in a process

So with atomics this code always prints 1:

Go Playground - The Go Programming Language

func main() {
var ready atomic.Bool
value := 0

go func() {
value = 1
ready.Store(true)

Q)

go func() {
for !ready.Load() {
runtime.Gosched()

}
fmt.Println(value)

HO)
}


https://go.dev/play/p/WgjGXIvp7ls

BTW: (Real) Atomics Internals

Do you think...
Memory access look like this?

MechaiR¥1SSympathy: CPU Gz

Socket 2

Registers/Buffers
~1 cycle <1ns

QPI ~40ns -
ﬁ

Fallacy (mechanical=3

"ll]!lillllvr. OUS|
DRAM



https://mechanical-sympathy.blogspot.com/2013/02/cpu-cache-flushing-fallacy.html
https://mechanical-sympathy.blogspot.com/2013/02/cpu-cache-flushing-fallacy.html

BTW: (Real) Atomics Internals

Or this?
(+ address/data registers)

Registers/Buffers
~1 cycle <1ns

~3 cycles ~1ns

~12 cycles ~3ns

IE3 ~38 cycles ~12ns L3

QP ————— QPI
— QPI ~40ns =
HTW HT?

Mechanf¥15Sympathy: CPU.Gache Flushin

Fallacy (mechanica"SYMpaty olo0s
DRAWM



https://mechanical-sympathy.blogspot.com/2013/02/cpu-cache-flushing-fallacy.html
https://mechanical-sympathy.blogspot.com/2013/02/cpu-cache-flushing-fallacy.html

BTW: (Real) Atomics Internals

Memory access is very slow
(up to 100 times or more)

We can’t simply let CPUs wait by
stalling (nop) until memory access is
complete

So we’ve resorted to the traditional

L3

method of caching - not just one, but
many level of caching

QPI ~40ns =
HT?

Socket 2

Registers/Buffers
~1 cycle <1ns

~3 cycles ~1ns

~12 cycles ~3ns

~38 cycles ~12ns L3

thy. CPU Cachg Flushin

MechafRH1SSympa

£5 "ll]!lillllvr. OUS|
DRAWM



https://mechanical-sympathy.blogspot.com/2013/02/cpu-cache-flushing-fallacy.html
https://mechanical-sympathy.blogspot.com/2013/02/cpu-cache-flushing-fallacy.html

BTW: Atomics Internals

Q.

How do we make sure the operation is
atomic (i.e not interrupted at all by other
threads) in a multi-core processor with such
complex memory hierarchy?

A.

Well we sort of can'’t...

(14

There are only two hard things in

Computer Science: cache

invalidation and naming things.

Phil Karlton

29



BTW: Atomics Internals

Q.

How do we make sure the operation is
atomic (i.e not interrupted at all by other
threads) in a multi-core processor with such
complex memory hierarchy?

A.

Fortunately, we had some geniuses work out
the way...

(14

There are only two hard things in

Computer Science: cache

invalidation and naming things.

Phil Karlton

29



BTW: (Real) Atomics Internals

x86 processors support so-called “lock” instructions:

Intel® 64 and 1A-32 Architectures Software Developer’'s Manual Combined Volumes: 1, 2A,
2B, 2C. 2D, 3A, 3B, 3C, 3D, and 4

Instructions prefixed by LOCK perform its operation
atomically (e.g. LOCK ADD)


https://www.intel.com/content/www/us/en/content-details/782158/intel-64-and-ia-32-architectures-software-developer-s-manual-combined-volumes-1-2a-2b-2c-2d-3a-3b-3c-3d-and-4.html?wapkw=intel%2064%20and%20ia-32%20architectures%20software%20developer%27s%20manual&docid=782161
https://www.intel.com/content/www/us/en/content-details/782158/intel-64-and-ia-32-architectures-software-developer-s-manual-combined-volumes-1-2a-2b-2c-2d-3a-3b-3c-3d-and-4.html?wapkw=intel%2064%20and%20ia-32%20architectures%20software%20developer%27s%20manual&docid=782161

BTW: (Real) Atomics Internals

Initially, atomic instructions used to lock the entire memory bus to
implement these lock instructions

This is expensive in presence of a hierarchical memory system,
but was the only option before such system was introduced



BTW: (Real) Atomics Internals

Today, the cache coherence is implemented by the MESI protocol
and its variants



BTW: (Real) Atomics Internals

S
o : . M P
Each cache line’s state is modelled by the state machine: = Mg
P, \
. =
e Modified ot pugpition 3
. . . \
o Cache line differs from main memory prwe E )‘\\\, \
] BusRdx| BusRdX Pm;i \
e Exclusive UB‘ A

w d!'[\ BuskdX/Flush
11y

o Cache line matches memory and held only by local cach 3

o Transitions to shared/invalid if other processors read/writ
e Shared

o Cache line matches memory but shared by other caches Bu uis)/f{v, o
e [nvalid Il

o Cache line is no longer used
MESI protocol - Wikipedia



https://en.wikipedia.org/wiki/MESI_protocol

BTW: (Real) Atomics Internals

By exploiting the MESI protocol, we can implement
atomic instructions by only locking the local caches
(e.g. by acquiring exclusive states and performing

an optimistic update) U\\ N

"sr dJ'[ BusRdx/Flush
\
11 ’l
g \/ / .
S \ US| us| I
/{ BusRAXIfi h/
\ | /
| 1
PR/ BustleIush / Y
BusRd(S) _
il / 7 74
le 77

|
e
«\_//

PrRd/-

MESI protocol - Wikipedia



https://en.wikipedia.org/wiki/MESI_protocol

Version #3 - Spinning Might Be Worth |t

Context switches are still expensive in e
hybrid threading —_—

mutexUnlocked = iota
mutexLocked
. . . )
Use spinlocks for microcontention N
state int32
sema uint32

}
func (m *Mutex) Lock() {
iter := 0
for atomic.SwapInt32(&n.state, mutexLocked) != mutexUnlocked {

if runtime_canSpin(iter) {
runtime_doSpin()
iter++
continue

k

runtime_Semacquire(&m.sema)

iter = 0

3
}

func (m *Mutex) Unlock() {
// TODO

I




Version #3 - Spinning Might Be Worth |t

Spin a few times before sleeping

Check spinning is really worthwhile via
runtime_canSpin()
(e.g. skip if processor has a single core)

Check if the mutex is unlocked on every
iteration of spinning after the continue

( XN J

const (
mutexUnlocked = iota
mutexLocked

)

type Mutex struct {
state int32
sema uint32

}

func (m *Mutex) Lock() {
iter := 0
for atomic.SwapInt32(&n.state, mutexLocked) != mutexUnlocked {
if runtime_canSpin(iter) {
runtime_doSpin()

iter++
continue
k
runtime_Semacquire(&m.sema)
iter = 0
3
It
func (m *Mutex) Unlock() {
// TODO
}



Version #3 - Spinning Might Be Worth |t

As in Version #2, we still leave Unlock() ke

const (

as a TODO - we’ll come back to this in nutexUntocked = tota

mutexLocked

Version #4 |

type Mutex struct {
state int32
sema uint32

}
func (m *Mutex) Lock() {
iter := 0
for atomic.SwapInt32(&n.state, mutexLocked) != mutexUnlocked {

if runtime_canSpin(iter) {
runtime_doSpin()
iter++
continue

k

runtime_Semacquire(&m.sema)

iter = 0

3
}

func (m *Mutex) Unlock() {
// TODO

I




When Should | Spin?

runtime_canSpin():

go/src/runtime/proc.qgo at master: golang/go (github.com)

G should stop spinning if:

1. G has spinned more than
active_spin (=4)

2. Number of cores is less than 2

All the other P’s are spinning, or;

4. Local run queue is not empty
(for fairness)

W

oo 0

//go0:linkname sync_runtime_canSpin sync.runtime_canSpin
//go:nosplit
func sync_runtime_canSpin(i int) bool {
if 1 >= active_spin || ncpu <= 1 || gomaxprocs <=
sched.npidle.Load( )+sched.nmspinning.Load()+1 {
return false
F
if p := getg().m.p.ptr(); !'rungempty(p) {
return false
}

return true

}
v


https://github.com/golang/go/blob/11dbbaffe1db00d8726215c3fa56e02d66e78de5/src/runtime/proc.go#L7137

When Should | Spin?

runtime_canSpin():

go/src/runtime/proc.qo at master- golang/go (qithub.com)

Derivation for 3.

“Total P’s < Idle P’s + Spinning M’s + 1”
< “Spinning M’s 2 Total P’s - Idle P’s - 1”
< “Spinning M’s =2 Running P’s - 1”

< “All the other P’s are spinning”

oo 0

//go0:linkname sync_runtime_canSpin sync.runtime_canSpin
//go:nosplit
func sync_runtime_canSpin(i int) bool {
if 1 >= active_spin || ncpu <= 1 || gomaxprocs <=
sched.npidle.Load( )+sched.nmspinning.Load()+1 {
return false

F

if p := getg().m.p.ptr(); !'rungempty(p) {
return false

}

return true

Is



https://github.com/golang/go/blob/11dbbaffe1db00d8726215c3fa56e02d66e78de5/src/runtime/proc.go#L7137

How Should | Spin?

runtime_doSpin()

compiles to RET in RISC-V

go/src/runtime/asm_riscv64.s at master- golang/go (qithub.com)

Why not PAUSE instead?
Actually I'm not sure...

o000

// runtime/proc.go

//90:linkname sync_runtime_doSpin

sync.runtime_doSpin

//go:nosplit

func sync_runtime_doSpin() {
procyield(active_spin_cnt)

}

// runtime/asm_riscvé4.s

// func procyield(cycles uint32)

TEXT runtime-procyield(SB),NOSPLIT,$0-0
RET



https://github.com/golang/go/blob/11dbbaffe1db00d8726215c3fa56e02d66e78de5/src/runtime/asm_riscv64.s#L280C1-L282C5

Version #4 - |Is There a Waiting G?

Lock() can now avoid call to runtime_Semacquire() if the mutex is
already unlocked

But Unlock() always calls runtime_Semrelease() even if there is no
waiting G

To provide fast path for Unlock(), we need to remember if there is any
waiting G that should be awaken by runtime_Semrelease()



Version #4 - |Is There a Waiting G?

Partition int32 state into:

( XN )
e Locked bit (Oth bit) const |
o True if locked e eenshitE
o Masked by mutexLocked )
e Waiter count (1-31st bits) P et
o Offset by mutexWaiterShift yoo e

o Max 2231=2B waiters

31

=] <<

= 30

tota

[ Waiter count




Tips: RMW and CAS Loops

e Dropping/setting the locked bit
e Adding/subtracting the waiters count

These can be performed in a single RMW operation if done individually,
with atomic.AddInt32()



Tips: RMW and CAS Loops

How can we perform anything more complicated?

We can adopt a CAS loop, which is a form of optimistic update:

1. Read the old state
2. Make a new state based on the old state
3. Write the new state if the old state hasn’t changed,

otherwise start over

If step 3 succeeds, we can guarantee
that the whole update was performed atomically (or equivalent)



Version #4 - |Is There a Waiting G?

If the mutex is unlocked and e B Lo

if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {

there are no waiters, return

¥
(no need to increment waiter count)
bl iState
Otherwise spin for a few times, e
and run a CAS loop to: old = . state
¥

e Set the mutex locked Siean
e Increment the waiters count if , e

if atomic.CompareAndSwapInt32(&m.state, old, new) {

IOCked if oéﬁigttexmcked == 0 {

}

e Sleep if the old state is locked runtne Senacquire(sn.sena)
}



Version #4 - |Is There a Waiting G?

For Unlock(), we can finally implement it
properly, now that we can tell if there are .
any waiters we should wake up via T ——

ew := atomic.AddInt32(&m.state, -mutexLocked)
L] if new == 0 {
runtime_Semrelease()
- }
old := new
for {
if old>>mutexWaiterShift == 0 || old&mutexLocked == mutexLocked {
return
i

new = old - l<<mutexWaiterShift

if atomic.CompareAndSwapInt32(&m.state, old, new) {
runtime_Semrelease(&m.sema, false, 1)
return

X

old = m.state

}
}



Version #4 - |Is There a Waiting G?

Drop the locked bit

If the waiter count is zero, return
(no need to wake up any G)

Otherwise run a CAS loop to:

e Decrement the waiter count
and wake up a G

func (m *Mutex) Unlock() {

}

ew := atomic.AddInt32(&m.state, -mutexLocked)
if new == 0 {
return

}

old := new
for {
if old>>mutexWaiterShift == 0 || old&mutexLocked == mutexLocked {
return
i
new = old - l<<mutexWaiterShift
if atomic.CompareAndSwapInt32(&m.state, old, new) {
runtime_Semrelease(&m.sema, false, 1)
return
X
old = m.state
}



Version #4 - |Is There a Waiting G?

During the CAS loop, return from Unlock() if:

e The mutex is unlocked by other G’s and ¢+«

func (m *Mutex) Unlock() {

nOW the Waiter Count iS Zero ti\r”; 2io$iE.AddInt32(&m.state, -mutexLocked)
e The mutex is locked by other G’s }
for 'E= -
if old>>mutexWaiterShift == 0 || old&mutexLocked == mutexLocked {
In the latter case, the unlocked mutex was e
acquired by a new “barging in” G R e e
}

old = m.state

So there is no need to wake up another G,
only to end up waiting on this new G again




Tips: RMW and CAS Loops

Rule of thumb for concurrent algorithms

Leap of faith:

1. Make use of the RMW/CAS loop techniques,

2. Check all interleaving schedules that look suspicious
3. Pray and hope it works okay



Version #5 - Is There a Woken G?

Unlock() can now avoid call to runtime_Semrelease() if there are no waiters

But we can also track if there is an woken G’s trying to acquire the mutex
so that Unlock() can also avoid call to runtime_Semrelease() even when
there are no waiters

This flag should be set when there is:

J 13

e Anew G’s “barging in” to acquire the mutex
e An existing G awaken by Unlock()



Version #5 - Is There a Woken G?

Partition int32 state into:

e Locked bit (Oth bit) :ms:(

e \Woken bit (1st bit) sl
o True if there is any woken G trying to acquire the mutex g TESREEEEG S
o Masked by mutexWoken tune Mitex StEUEt §

e \Waiters count (0-31st bits) T
o Max 2°30=1B waiters !

31

2 1 0
[ Waiter count I WokenI Locked )




Version #5 - Is There a Woken G?

! ';ma:rm?go;;;té;nés»vapIntsz(&mstate, 0, mutexLocked) {
Set the woken bit if not waking up from e
runtime_Semacquire() e

for {
if old&mutexLocked == mutexLocked && runtime_canSpin(iter) {
if !awoke && old&mutexWoken == 0 && old>>mutexWaiterShift != 0 &&

If successfully updated, set awoke to Sl TR R e
true to avoid repeating this - otherwise
attempt again in the next spin _—

e e
If there is no waiting G, don’t set the o
woken bit since Unlock() already knows : g e oo 0 €
there’s no need to wake up waiting G’s
in such case YR



Version #5 - Is There a Woken G?

The new state should have the woken bit
cleared, because this flag is irrelevant once
the current G acquires the mutex or goes to
sleep

The operator & clears the LHS bits
corresponding to the RHS bits
(equivalent to lhs & ~rhs)

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {

i

}

awoke :=
iter :=
old
for {

}

return

false
0

:= m.state

old&mutexLocked == mutexLocked && runtime_canSpin(iter) {

if !awoke && old&mutexWoken == 0 && old>>mutexWaiterShift != 0 &&
atomic.CompareAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true

}

runtime_doSpin()

iter++

old = m.state

continue

new := old

new |= mutexLocked

if old&mutexLocked == mutexLocked {
new +=

+= 1 << mutexWaiterShift

if awoke {

new &= mutexWoken

if atomic.CompareAndSwapInt32(&m.state, old, new) {

if old&mutexLocked == @ {
break

}

runtime_Semacquire(&m.sema)

awoke = true

iter = 0

old = m.state



Version #5 - Is There a Woken G?

During the CAS loop, also return from Unlock() if:

e Thereis a woken G trying to ece

. func (m *Mutex) Unlock() {
new := ic.Add (&m. g ked)
vaUIre the muteX rli i izogti AddInt32(&m.state mutexLocke
return

}

The new state after success Unlock() aid 2= e

if old>>mutexWaiterShift == 0 || old&(mutexLocked|mutexWoken) != 0 {

should have mutexWoken set )

new = (old - l<<mutexWaiterShift) | mutexWoken

if atomic.CompareAndSwapInt32(&m.state, old, new) {
runtime_Semrelease(&m.sema, false, 1)
return

return



Version #5 - Is There a Woken G?

Q.

If Unlock() is only interested in new G’s “barging in’,
why do we also set the woken bit in Unlock()?

A.

. . . 1. G1 unlocks the mutex
Because, for instance, this schedule on the right can
and wakes up G2

result in a wasteful wake up in step 3 - we can avoid 2. @ acquires the mutex

this if we set the woken bit in step 1 by “barging in”
3. GO releases the mutex
and wakes up G3



Version #6 - Respect the Old

If the current G turns out to have waited before
(e.g. awaken but failed to compete with new G’s),
put this G at the front of the queue to prioritise it

We can queue G’s at the front by using:
runtime_SemacquireMutex

//go:linkname sync_runtime_SemacquireMutex sync.runtime_SemacquireMutex
func sync_runtime_SemacquireMutex(addr *uint32, lifo bool, skipframes int) {
semacquirel(addr, lifo, semaBlockProfile|semaMutexProfile, skipframes, waitReasonSyncMutexLock)

i



Version #6 - Respect the Old

Set queuelLifo to true if waited before

The default behaviour was FIFO, but
switches to LIFO for already waiting G’s:

e FIFO (First-in First-out) = Queue
e LIFO (Last-in First-out) = Stack

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, @, mutexLocked) {
return

var waitStartTime int64

awoke := false
iter := 0
old := m.state
for {
if old&mutexLocked == mutexLocked && runtime_canSpin(iter) {

if lawoke && old&mutexWoken == 0 && old>>mutexWaiterShift != 0 &&
atomic.CompareAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true
Jj
runtime_doSpin()
iter++
old = m.state
continue
Iy
new := old
new |= mutexLocked
if old&mutexLocked == mutexLocked {
new += 1 << mutexWaiterShift

}
if awoke {

new &= mutexWoken
}

if atomic.CompareAndSwapInt32(&m.state, old, new) {
if old&mutexLocked == 0 {
break

queuelLifo := waitStartTime != 0
if waitStartTime == 0 {
waitStartTime = runtime_nanotime()
¥
runtime_SemacquireMutex(&m.sema, queuelLifo, 1)
awoke = true
iter = 0
by

old = m.state



Version #6 - Respect the Old

The state and Unlock() remain the same as version #5



Version #7 - Someone’s Starving

We have exploited most of the fast paths both in Lock() and Unlock()

But we still allow new G’s to “barge in” and acquire the mutex before the
previously waiting G’s, which leads to their “starvation”



Version #7 - Someone’s Starving

We have exploited most of the fast paths both in Lock() and Unlock()

But we still allow new G’s to “barge in” and acquire the mutex before the
previously waiting G’s, which leads to their “starvation”



Version #7 - Someone’s Starving

For fairness, we should disallow any G's from “barging in”

But for performance, we should allow such G’s unless it becomes a real problem
(e.g. some G’s have waited for more than 100ms)

This is because applications tend to acquire the same mutex multiple times in row,
and so banning “barging in” always results in a context switch, which is still
expensive in hybrid threading



Version #7 - Someone’s Starving

Without barging in:

func main() {
var m nm
var w s

Suede Queue

for i := range 3 {
) o ([ ®E ]

o000
func main() {
var m mute
var w sync.Wat
for = range hiak
go func() {
defer w.Done()
m.Lock( )
Unlo ()
Lock( )
mething( )
Unlock()
O
}

/
go func() {
defer w.Done()
\/ el
G1: Unlock() iy Context switel



Version #7 - Someone’s Starving

With barging in:

( O N J
( JCN )
func main() {
func main() { var ex
s Bedoio M. e Queue
Queue
for i := range 3 {
for := range 3 { w.Add(1)
.Add(1)
go func() {
go func() { defer w.Done()
defer w.Done()
\—/ .Lock()
() doSomett w"\()
0 Unl k()
k() G1: Unlock()
m. Lock() ok No context switch
joSomet () .Unlock()
I k() )
O }
}
[ ()
()



Version #7 - Someone’s Starving
Two modes of operation
to take balance between fairness and performance:

e Normal mode allows “barging in” in sacrifice of fairness
e Starvation mode prohibits “barging in” in sacrifice of performance



Version #7 - Someone’s Starving

Switch to starvation mode if:
e There is at least one G waiting for more than 1ms
Switch back to normal mode if:

e The current G is the last waiter in the queue
e The current G has waited less than 1ms



Version #7 - Someone’s Starving

Partition int32 state into: oo
const (
e Locked bit (Oth bit) el
. . mutexStarvin
([ ] WOken blt (1St blt) mutexWaiterSgift = ilote
. Starving bit (2nd bit) ) starvationThresholdNs = 1le6
o True if starvation mode is on type Mutex struct {
o Masked by mutexStarving -
e \Waiters count (0-31st bits)
o Max 2239=500M waiters
31 3 2 1 0
( Waiter count JrStaNin;[ Woke.nJ Locked ]




Version #7 - Someone’s Starvin

After waking up, check if the awaken G is
starving and set starving to true if this is
the case

In the next CAS loop iteration, set the
starving bit which switches the mutex to
the starvation mode

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {
return

b

var waitStartTime int64
starving := false

for {
if old&(mutexLocked|mutexStarving) == mutexLocked & runtime_canSpin(iter) {
if lawoke && old&mutexWoken 0 & old>>mutexWaiterShift != 0 &&
atomic.CompareAndSwapInt32(&n.state, old, old|mutexWoken) {
awoke = true
old = m.state
continue
}
new := old
if old&mutexStarving == 0 {
new |= mutexLocked
}
if old&mutexLocked mutexLocked {
new += 1 << mutexWaiterShift
}
if starving && old&mutexStarving != 0 {
new |= mutexStarving
}
if awoke {
new &= mutexWoken
}
if atomic.CompareAndSwapInt32(&m.state, old, new) {
if old&(mutexLocked |mutexStarving) == @ {
break
}
queueLifo := waitStartTime != 0@
if waitStartTime 0
waitStartTime = runtime_nanotime()
)
runtime_SemacquireMutex(&m.sema, queueLifo, 1)
starving = starving || runtime_nanotime()-waitStartTime > starvationThresholdNs
old = m.state
if old&mutexStarving != 0 {
delta := int32(mutexLocked - l<<mutexWaiterShift)
if tstarving || old>>mutexWaiterShift == 1 {
delta -= mutexStarving
}
atomic.AddInt32(&m.state, delta)
break
)
awoke = true
iter = 0
} else {
old = m.state
}
i




Version #7 - Someone’s Starvin

In starvation mode, mutex ownership is
directly handed off to the awaken G

The new “barging in” G’s should not attempt
to acquire the mutex at all

They should not spin, set the locked bit or the
woken bit (because it’s useless), nor return
before calling runtime_Semacquire()

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {
return

b

var waitStartTime int64

starving :

awoke

for {
if old&(mutexLocked|mutexStarving) == mutexLocked & runtime_canSpin(iter) {
if lawoke && old&mutexWoken == 0 & old>>mutexWaiterShift != 0 &&
atomic.C reAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true
}
runtime_doSpin()
iter++
old = m.state
continue
}
new := old
if old&mutexStarving == 0 {
new |= mutexLocked
}
if old&mutexLocked == mutexLocked {
new += 1 << mutexWaiterShift
}
if starving && old&mutexStarving != 0 {
new |= mutexStarving
}
if awoke {
new &= mutexWoken
}
if atomic.CompareAndSwapInt32(&m.state, old, new) {
if old&(mutexLocked |mutexStarving) == @ {
break
}
queueLifo := waitStartTime != 0@
if waitStartTime
waitStartTime = runtime_nanotime()
)
runtime_SemacquireMutex(&m.sema, queueLifo, 1)
starving = starving || runtime_nanotime()-waitStartTime > starvationThresholdNs
old = m.state
if old&mutexStarving != 0 {
delta := int32(mutexLocked - l<<mutexWaiterShift)
if tstarving || old>>mutexWaiterShift == 1 {
delta -= mutexStarving
}
atomic.AddInt32(&m.state, delta)
break
)
awoke true
iter = 0
} else {
old = m.state
}
i




Version #7 - Someone’s Starvin

In starvation mode, mutex ownership is
directly handed off to the awaken G

The awaken G should set the locked bit
and decrement the waiter count
immediately after waking up

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {
return

b

var waitStartTime int64
starving

for {
if old&(mutexLocked|mutexStarving) =

mutexLocked && runtime_canSpin(iter) {
if lawoke && old&mutexWoken == 0 & old>>mutexWaiterShift != 0 &&
atomic.CompareAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true

}
runtime_doSpin()
iter++

old = m.state
continue

new := old
if old&mutexStarving == 0 {
new |= mutexLocked

}

if old&mutexLocked == mutexLocked {
new += 1 << mutexWaiterShift

}

if starving & old&mutexStarving != © {
mutexStarving

}
if awoke {

new &= mutexWoken
}

if atomic.CompareAndSwapInt32(&n.state, old, new) {
if old&(mutexLocked |mutexStarving) == @ {

break
}
queuelifo := waitStartTime != 0
if waitStartTime == 0 {
waitStartTime = runtime_nanotime()
)
runtime_SemacquireMutex(&m.sema, queueLifo, 1)
starving = starving || runtime_nanotime()-waitStartTime > starvationThresholdNs

old = m.state
if old&mutexStarving != 0 {

delta int32(mutexLocked - l<<mutexWaiterShift)
if tstarving || old>>mutexWaiterShift 1
delta -= mutexStarving

}
atomic.AddInt32(&m.state, delta)
break

)

awoke = true

iter = 0

} else {
old = m.state

}




Version #7 - Someone’s Starvin

Also, the awaken G checks has waited less
than 1ms (i.e. starving is false) or it’s the
last waiting G in the queue

If this is the case, the mutex switches back
to the normal mode

func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {
return
}

var waitStartTime int64
starving

for {
if old&(mutexLocked|mutexStarving) =

mutexLocked && runtime_canSpin(iter) {
if lawoke && old&mutexWoken == 0 & old>>mutexWaiterShift != 0 &&
atomic.CompareAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true

}
runtime_doSpin()
iter++

old = m.state
continue

new := old
if old&mutexStarving == 0 {
new |= mutexLocked

}
if old&mutexLocked == mutexLocked {
new += 1 << mutexWaiterShift

if starving & old&mutexStarving != © {
mutexStarving

if awoke {
new &= mutexWoken

if atomic.CompareAndSwapInt32(&n.state, old, new) {
if old&(mutexLocked |mutexStarving) == @ {

break
}
queuelifo := waitStartTime != 0
if waitStartTime == 0 {
waitStartTime = runtime_nanotime()
)
runtime_SemacquireMutex(&m.sema, queueLifo, 1)
starving = starving || runtime_nanotime()-waitStartTime > starvationThresholdNs

old = m.state

if old&mutexStarving != 0 {
delta := int32(mutexLocked - l<<mutexWaiterShift)
if Istarving || old>>mutexWaiterShift

delta -= mutexStarving
}
atomic.AddInt32(&m.state, delta)
break
)
awoke = true
iter = 0
Yielse {
old = m.state

}




func (m *Mutex) Lock() {
if atomic.CompareAndSwapInt32(&m.state, 0, mutexLocked) {

Version #7 - Someone’s Starving o

var waitStartTime int64
starving := false
awoke := false

iter := 0
old := m.state
for {
H H if old&(mutexLocked|mutexStarving) == mutexLocked & runtime_canSpin(iter) {
e at pu e mutex Into the starvation L' Lowoke 65 oldGmurenhaken = B 66 oLdssmuteHalLershirt. 1= b &
atomic.CompareAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true
) . H }
mode (let’s call this Is pushed at the front o
iter++
old = m.state

the queue (queueL.ifo) and all the other G's will )

new := old
if old&mutexStarving == 0 {

be put at the back STt

if oldémutexLocked == mutexLocked {
new += 1 << mutexWaiterShift

¥

if starving & old&mutexStarving != © {
new |= mutexStarving

If the awaken G has starving set to still false, the ...

new &= mutexWoken

G1 should have most likely acquired the mutex o

queueLifo := waitStartTime != 0
if waltStartTime == 0 {

So it's safe to switch back to the normal D e e

runtime_SemacquireMutex(&m.sema, queueLifo, 1)
starving = starving || runtime_nanotime()-waitStartTime > starvationThresholdNs

mode/common to be in starvation mode for just

delta := int32(mutexLocked - l<<mutexWaiterShift)
if Istarving || old>>mutexWaiterShift == 1 {

one G waken up e

atomic.AddInt32(&m.state, delta)

break
)
awoke = true
iter = 0
} else {
old = m.state
}
i

Iy




Version #7 - Someone’s Starving

If the mutex is in the starvation mode, call e
runtime_Semrelease() immediately o e hbeobcn state, -sutoiscet

if 0 {
, retur
We also set the second argument Ay
(handoff) to ru ntime_sem release() to tr’ue o Ef oi::zr:itexWaiterShift == 0 || old&(mutexLocked|mutexWoken) != 0 {
}
(We'll talk about this later)  sant Copremssapiniaa state, 1, no) ¢
, return
. old = m.state
} else {
. runt S lease(& Il 1%y



Version #7 - Someone’s Starving

Q.

If the starving bit in the mutex state prevents new G’s from barging in, why do
we set the locked bit after waking up in Lock()?

A.

Because the locked bit must be set in case the mutex goes back to the
normal mode



Version #7 - Someone’s Starving

Q.

Why can’t we set the locked bit and decrement the waiter count during
Unlock(), rather than letting the awaken G handle it?

A.

Because we also want to transition back to the normal mode and perform
these updates at the same time atomically



Version #7 - Someone’s Starving

Q.

But still, why do we exit the starvation mode in Lock() after waking up, rather
than in Unlock()?

A.
Because it’s convenient to just use waitStartTime in the awaken G’s stack

Also more critically, if we drop the starving bit in Unlock(), a new “barging in”
G may acquire the mutex before the starving G wakes up, which is likely
because waking up takes most time



Version #8 - Brushing up

Extract the slow path to lockSlow() so that the
fast path can be inlined by the compiler

Assert on the mutex state consistency;
if throw() is ever called, there must be
something wrong with the mutex
implementation

LR J
func (m *Mutex)
if atomic.Col

return

i}
m. LockSlow( )

Lock() {
mpareAndSwapInt32(&m.state, 0, mutexLocked) {

func (m *Mutex) lockSlow() {
var waitStartTime int64
starving alse
awoke )
iter := 0
old := m.state
for {
if old&(mutexLocked|mutexStarving) == mutexLocked & runtime_canSpin(iter) {
if lawoke & old&mutexhe 0 && old>>mutexwaiterShift != 0 &
atomic.CompareAndSwapInt32(&m.state, old, old|mutexWoken) {
awoke = true
I
runtime_doSpin( )
iter++
old = m.state
continue
X
new := old
if old&mutexStarving == 0 {
new |= mutexLocked
i
if oldémutexLocked mutexLocked {
new += 1 << mutexwaiterShift
}
if starving & old&mutexStarving != @ {
new |= mutexStarving
b
if awoke {
if &mutexWoken == 0 {
throw("sync: inconsistent mutex state")
i
new &= mutexWoken
}
if atomic.CompareAndSwapInt32(&m.state, old, new) {
if old&(mutexLocked|mutexStarving) == 0 {
break
}
queueLifo := waitStartTime != @
if waitStartTime 0{
waitStartTime = runtime_nanotime()
i
runtime_SemacquireMutex(&m.sema, queuelifo, 1)
starving = starving || runtime_nanotime()-waitStartTime > starvationThresholdNs
old = m.state
if old&mutexStarving 09
if old&(mutexLocked |mutexWoken) != @ || old>>mutexwaiterShift == 0 {
throw("sync: inconsistent mutex state")
delta := int32(mutexLocked - l<<mutexwaiterShift)
if Istarving || old>>mutexwaiterShift == 1
delta -= mutexStarving
atomic.AddInt32(&m.state, delta)
break
;
avoke =
iter = 0
} else {
old = m.state
}
}




Version #8 - Brushing up

Extract the slow path to unlockSlow() so that
the fast path can be inlined by the compiler

m.unlockSlow(new)

}

Assert Unlock() is not called on an already e e

fatal("sync: unlock of unlocked mutex")

unlocked mutex, by adding back

for {
if old>>mutexwaiterShift == 0 || old&(mutexLocked|mutexWoken) != 0 {

mutexLocked and checking the locked bit in , re

new = (old - l<<mutexwaiterShift) | mutexWoken
if atomic.CompareAndSwapInt32(&m.state, old, new) {

u n IockS I OW runtime_Semrelease(&m.sema, false, 1)
return

throw() is used for Go internal errors, whereas it seretsstgn s, 13, 1)
fatal() is used for user-code errors ————————————————————



Back to the Runtime Semaphore

Now let’s revisit the runtime semaphore:

e runtime_Semacquire()
e runtime_SemacquireMutex()
e runtime_Semrelease()



Back to the Runtime Semaphore

Now let’s revisit the runtime semaphore:

e runtime_Semacquire()
o Aliased to semacquire1()

e runtime_SemacquireMutex()
o Aliased to semacquire1()

e runtime_Semrelease()
o Aliased to semrelease1()



Back to the Runtime Semaphore

Before we look into the details, we need to
learn about the sudog struct P

type sudog struct {

The sudog is a wrapper struct around the g Gtk
struct, which represents a G next *sudog

prev *sudog
elem unsafe.Pointer

ticket uint32
waiters uintl6
parent *sudog

wailtlink *sudog
waittail *sudog



Back to the Runtime Semaphore

The sudog struct represents a node in a linked
list/treap of waiting G’s and hold references to
other sudog’s to traverse them:

type sudog struct {
g *g

e ¢ for the wrapped goroutine o
parent for traversing treaps rey fsudow
next/prev for traversing outer lists/treaps
(for treaps, each points to left/right child)

ticket uint32

waiters uintl6

e waitlink/waittail for traversing inner lists -
e ticket for treap priority o
e elem for payload (e.g. semaphore address)

[

waiters for the size of linked list/treap if it's T
a head element



Back to the Runtime Semaphore

The sudog’s fields cannot be embedded
in the g struct itself, because a single G
may be put in multiple wait queues of
various synchronisation primitives

An instance of sudog is allocated from a
special pool to avoid dynamic memory
allocation (via acquireg() and releaseg())

type sud
g *g

next
prev
elem

pare
wailt
wailt

(14

sudog is necessary because the g &
synchronization object relation is many-
to-many. A g can be on many wait lists,
so there may be many sudogs for one g;
and many gs may be waiting on the same
synchronization object, so there may be
many sudogs for one object.

Austin Clements

29



Back to the Runtime Semaphore

The wait queue of a runtime semaphore is
keyed by memory addresses

So semTable is internally implemented as
a hash table mapping an address to its
corresponding queue

We add pad in the semTable struct that
wraps semaRoot to prevent it from
spanning two cache lines

type semaRoot struct {
lock mutex
treap *sudog
nwait atomic.Uint32

k
var semtable semTable
const semTabSize = 251
type semTable [semTabSizelstruct {
root semaRoot
pad [cpu.CacheLinePadSize - unsafe.Sizeof(semaRoot{})]byte
}
func (t *semTable) rootFor(addr *uint32) *semaRoot {
return &t[(uintptr(unsafe.Pointer(addr))>>3)%semTabSize].root

)
T —



Back to the Runtime Semaphore

This semTable hash table:

o Takes mOdU|O SemTabSize type semaRoot struct {

lock mutex
treap *sudog

of the 32-3=29 MSB bits of the sempahore |, e somcvine

}

address to find the bucket (or semaRoot) | v
e Uses separate chaining for hash collision

type semTable [semTabSizelstruct {
root semaRoot

. . . y . ; - B ;
resolutlon, Where CO”IdIng sudog S IS ) pad [cpu.CachelLinePadSize unsafe.Sizeof(semaRoot{})]byte
1 1 1 func (t *semTable) rootFor(addr *uint32) *semaRoot {
Chalned In a treap rather than a Slmple uncreturzegt?(u?ntgig(uzgaie.;oi:gr(addrs)iziB(;zosemTabStze].root
%

linked list
(We'll talk about this later)



Back to the Runtime Semaphore

Since the bucket is found by a modulo,
many semaphore addresses could end up in the *"°

type semaRoot struct {
lock mutex

Same bUCket treap *sudog

nwait atomic.Uint32

}

For instance, an array of semaphores, whose

const semTabSize = 251

k-th semaphore is placed at kxsemTabSize, e ot (oo ettt ¢

root semaRoot

Would a” hashes to the first bucket ) pad [cpu.CacheLinePadSize - unsafe.Sizeof(semaRoot{})]byte

func (t *semTable) rootFor(addr *uint32) *semaRoot {
return &t[(uintptr(unsafe.Pointer(addr))>>3)%semTabSize].root

)
T —



Back to the Runtime Semaphore

semTabSize is therefore prime to “not correlate
with user patterns”

type semaRoot struct {
lock mutex
treap *sudog

Because then for any slice elements with stride s, e somevi
{(1>3)xs,(2>3)x%s,...,((semTabSize-1)> 3)xs} | vr e
is congruent to {1>3,2>3,...,(semTabSize-1) | .. ...

type semTable [semTabSizelstruct {
root semaRoot

>> 3} under modulo semTabSize ) pad [cpu.CacheLinePadSize - unsafe.Sizeof(semaRoot{})]byte
(c.f. the proof of Fermat's little theorem) :“”Cr;iu:zGEI??Ef;tgiifiﬁ2;i:i’;ot:i:ﬁ?iédtiiiiiiziefmbs-ue].mt

There are better hash algorithms,
but they can be much more expensive



Acquiring the Runtime Semaphore

For brevity, we’ll only go through the
relevant parts (no comments or profiling)

func semacquirel(addr *uint32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason) {
gp := getg()
if gp != gp.m.curg {
throw("semacquire not on the G stack")
}

if cansemacquire(addr) {
return

s := acquireSudog()
root := semtable.rootFor(addr)
for {
lockWithRank(&root.lock, lockRankRoot)
root.nwait.Add(1)
if cansemacquire(addr) {
root.nwait.Add(-1)
unlock(&root.lock)
break
}
root.queue(addr, s, lifo)
goparkunlock(&root.lock, reason, traceBlockSync, 4+skipframes)
if s.ticket != 0 || cansemacquire(addr) {
break
Ji
¥
if s.releasetime > 0 {
blockevent(s.releasetime-t0, 3+skipframes)

releaseSudog(s)



Acquiring the Runtime Semaphore oo

func cansemacquire(addr *uint32) bool

{ for {
v := atomic.Load(addr)
if v==0{

return false

First check that the current G hasn’t been | } i

if atomic.Cas(addr, v, v-1) {

XX ) return true
reSChedU|ed On anOther M func semacquirel(addr *uint32, lifo bool, profile semaf } {
g? é; ?itg;?m.curg {
throw("semacquire not on the G stack") —

Then, if the value is zero, ] -
cansemacquire() returns false,
otherwise decrement it in a CAS loop

lockWithRank(&root.lock, lockRankRoot)
root.nwait.Add(1)

if cansemacquire(addr) {
root.nwait.Add(-1)

This provides a fast path for

}
L] root.queue(addr, s, lifo)
semacqulre1 () goparkunlock(&root.lock, reason, traceBlockSync, 4+skipframes)
if s.ticket != 0 || cansemacquire(addr) {
break

Ji

¥

if s.releasetime > 0 {
blockevent(s.releasetime-t0, 3+skipframes)

releaseSudog(s)



Acquiring the Runtime Semaphore

If the value is zero, get an instance of

. - . .
SUdog Vla achIreSUdog and aISO flnd func semacquirel(addr *uint32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason

gp := getg()

the corresponding bucket e omecntte ot on the G stack'

}

if cansemacquire(addr) {

Then proceeds to queue the current G y

s := acqqueSudog()
root := mtable otFor(addr)

into the wait queue of semaRoot for

lockWithRank(&root.lock, lockRankRoot)
ro

it Add(l)
if cansema e(addr) {
root. t Add( 1),

But since this semaRoot is a global a{irost.ck

} o)
data structure, it needs to be protected ;}?Zigf;{gk resson, trsceocisne, sssigtraes

from concurrent access by other M’s 0
with lockWithRank ) S



Acquiring the Runtime Semaphore

Q.

A lock used to implement a lock...? How
does that make sense?

gp.m. Locks++

func unlockWithRank(1 *mutex) {
unlock2(1)

func unlock2(1 *nutex) {
a()

if atomic.Casuintptr(&l.key, 0, locked) { c.Loaduintptr(&l.key)
return

v scked {
} if atomic.Casuintptr(&l.key, locked, @) {
semacreate(gp.m) break
A.

}
timer ockTiner{lock: 1} } else {
tiner.begin() p = muintptr(v & locked).ptr()
s 0 if atomic.Casuintptr(&l.key, v, uintptr(mp.nextwaitm)) {
if nepu > 1 { emawakeup(mp)
spin = active_spin break
Loop: }
" " I I I for i }
v ey) p orduntock(1)
This lock is indeed very similar to the e
ocked. Try to loc if gp.m.locks < 0 {
if atomic suintptr(&l.key, v, v|locked) { throw("runtime-unlock: lock count")
imer.end( ) b
return if gp.m.locks == @ & gp.preempt {
J ¥ gp.stackguard = stackPreempt
one we've seen So iar >
P

if 1 < spin {

} else {
for {
gp.n
if atomic.Ca
break

(e.g. it uses atomic locked bit, spinlock) g »

nextu

m = muintptr(v & locked)
ntptr(&l.key, v, uintptr(unsafe.Pointer(gp.m))|

v = atomic.Loaduintptr(&l.key)
if vélocked == 0 {
continue Loop
}
}

if v&locked !




Acquiring the Runtime Semaphore

Q.
A lock used to implement a lock...? How

does that make sense? i T

etg()

gp.m. Locks++

if atomic.Casuintptr(&l.key, 0, locked) {

:= atomic.Loaduintptr(&l.key)
return v
¥ sintptr(&l.key, locked, 0) {
semacreate(gp.m)
timer := &lockTimer{lock: 1}
" timer.begin() p = muintptr(v & locked).ptr()
spin := 0 if atomic.Casuintptr(&l.key, v, uintptr(mp.nextwaitm)) {
if ncpu > 1 { emawakeup(mp)
spin = active_spin break
t }
Loop: }
. . . for L 1= 05 ; i+ { 3
v := atomic.Loadulntptr(&1.key) gp.m.mLockProfile.recordunlock(1)
But this lock is aimed to prevent other e
J if gp.m.lock

Try to loc 0{
if atomic.Casuintptr(&l.key, v, v|locked) { hrow( *runtime-unlock: lock count®)
imer.end()

M’s concurrent access, not other G’s N g

)

if 1< spin {
procyield(active_spin_cnt)

b :ZEV‘\;;(; spin+passive_spin { ’
This is internally implemented as a call

uintptr(&l.key, v, uintptr(unsafe.Pointer(gp.m))|locked) {

to pthread_mutex_lock() in OSX

}

}
if v&locked 1= 0 {
1)




Acquiring the Runtime Semaphore

Now back to semacquire1(),
immediately increment the buCKet's Waiter | . ... wo o st sorite s, s e, oo oo
count nwait to disable the fast path in e L

semrelease1() e

(We'll talk about this later) : s e

root := semtable.rootFor(addr)
for {
lockWithRank(&root.lock, lockRankRoot)
root.nwait.Add(1)
if cansemacquire(addr) {
root.nwait.Add(-1)
unlock(&root.lock)
break
}
root.queue(addr, s, lifo)
goparkunlock(&root.lock, reason, traceBlockSync, 4+skipframes)
if s.ticket != 0 || cansemacquire(addr) {
break
Ji
¥
if s.releasetime > 0 {
blockevent(s.releasetime-t0, 3+skipframes)

releaseSudog(s)



Acquiring the Runtime Semaphore

Then it calls cansemacquire() again,
because IOCkWithRank() may have Slept func semacquirel(addr *uint32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason) {
for a long time i e

}

if cansemacquire(addr) {
return

~

s := acquireSudog()

If this extra call cansemacquire() returns
true, decrement the nwait, unlock the lock @« =

lockWithRank(&root.lock, lockRankRoot)
R root.nwait.Add(1)
and eXIt the |Oop 7 aansemacqgu”e(addr){
root.nwait.Add(-1)
unlock(&root.lock)
break
}
root.queue(addr, s, lifo)
goparkunlock(&root.lock, reason, traceBlockSync, 4+skipframes)
if s.ticket != 0 || cansemacquire(addr) {
break
Ji
¥
if s.releasetime > 0 {
blockevent(s.releasetime-t0, 3+skipframes)

releaseSudog(s)



Acquiring the Runtime Semaphore

Incrementing nwait before this

cansemacquire(), only to decrement it

again may seem inefficient, but necessary | L o
because cansemacquire() involves a CAS ot

}

loop and may take some time

root := semtable.rootFor(addr)
for {

lockWithRank(&root.lock, lockRankRoot)
root.nwait.Add(1)

But this is necessary since we want to T e
disable the fast path in semrelease1() as ,}. |
soon as possible once lockWithRank() e TN e €

oot.queue(addr, s, lifo)
a n K,

Ji
¥
if s.releasetime > 0 {
retu rn S blockevent(s.releasetime-t0, 3+skipframes)

func semacquirel(addr *uint32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason



Acquiring the Runtime Semaphore

Finally, queue the sudog and call
goparkunlock() which unlocks the lock anc ..~

gp := getg()

puts the G into sleep st ot on the 6 stack

}

if cansemacquire(addr) {

After woken up, successfully acquires the = > ™"

s := acqqueSudog()
root := mtable otFor(addr)

semaphore if s.ticket is not zero or for

lockWithRank(&root.lock, lockRankRoot)
ro a6 5 Add(l)

cansemacquire() returns true U

1 K(& ot.lock)

} b reak
We could check cansemacquire() in the iikfiigo;@gi reson, rscstckone, #soiranes

next iteration too, but lockWithRank() can :re
take a lot of time before this happens ) eosinsr

quirel(addr *uint32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason



Acquiring the Runtime Semaphore

You might wonder why we check
“if s.ticket is not 0” before cansemacquwe()

qulr el(addr int32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason

so here’s how it works:

if gp ! QP Q {
throw("semacquire not on the G stack")

e Dequeuing a sudog from a wait queue set§ LLS ttgket

rrrrr

to zero because its value is no longer relevant

resudog()

e In the normal mode, cansemacquire() |sfqaﬂéd er
the waiting G wakes up in semacquire1() =«

e In the starvation mode, cansemacquire() !ﬁga!!?%

goparkunlock(&root.lock, reason, traceBlockSync, 4+skipframes)

just before semrelease1() returns s, ticker 1= 0 || cansnacauirsaa) €
}

}
i leasetime > 0 {

Normal/starvation mode is only relevant in f

seSudog(s)

semrelease1() and is distinguished by its second

argument (handoff)



Acquiring the Runtime Semaphore

You might wonder why we check
"if s.ticket is not 0" before cansemacquire(); *

rel(addr *uint32, lifo bool, profi

so here’s how it works: o 1= getol)

if gp ! gp.n rg {
throw(" emacqu\re not on the G stack")

This determines if the current G that release@
the semaphore should hand off control to thg
starving G

lockWithRank(&root.lock, lockRankRoot)
it Add(l)

But this makes sense only if the semaphore -

can be acquired, otherwise the awaken G era e

go back to sleep immediately after waking euzpl‘k??@?;f o rssn, trac
If cansemacaquire() returns true, this sets @

Sdg()
mtable.rootFor(addr)

s.ticket to 1, in order to tell the awaken G i e e

releaseSudog(s)

semach|re1() that it shouldn’t call :
cansemacquire() again

eBlockSync
r) A

le sem

aProfileFlags,

c, 4+skipframes

)

skipframes int, reason waitReason




Acquiring the Runtime Semaphore

And last but not least...
We Ca” releaseSUdog() to return the func semacquirel(addr *uint32, lifo bool, profile semaProfileFlags, skipframes int, reason waitReason) {
sudog to the special pool .

}

if cansemacquire(addr) {
return

s := acquireSudog()
root := semtable.rootFor(addr)
for {
lockWithRank(&root.lock, lockRankRoot)
root.nwait.Add(1)
if cansemacquire(addr) {
root.nwait.Add(-1)
unlock(&root.lock)
break
}
root.queue(addr, s, lifo)
goparkunlock(&root.lock, reason, traceBlockSync, 4+skipframes)
if s.ticket != 0 || cansemacquire(addr) {
break
Ji
¥
if s.releasetime > 0 {
blockevent(s.releasetime-t0, 3+skipframes)

releaseSudog(s)



Releasing the Runtime Semaphore

Again, we’ll only go through the relevant T
o semreleasel(addr, false, 0)
parts (no comments or profiling) }

func semreleasel(addr *uint32, handoff bool, skipframes int) {
root := semtable.rootFor(addr)
atomic.Xadd(addr, 1)

The second argument (handoff) is set if 4 root e, oadt = 0 ¢

return

}

the caller should hand off control to the

if root.nwait.Load() == 0 {
unlock(&root.lock)

Sta rVing G return

s, t0, tailtime := root.dequeue(addr)

(We'll talk about this later) R

¥
unlock(&root. lock)
if s !=nil {
if s.ticket != 0 {
throw("corrupted semaphore ticket")

if handoff && cansemacquire(addr) {
s.ticket = 1

k

readyWithTime(s, 5+skipframes)

if s.ticket == 1 && getg().m.locks == 0 {
goyield()



Releasing the Runtime Semaphore

First increment the semaphore value, so that . I
. semreleasel(addr, false, 0)
semacuire1() won’t go to sleep unnecesarily i

unc semreleasel(addr *uint32, handoff bool, skipframes int) {
root := semtable.rootFor(addr)
atomic.Xadd(addr, 1)

Then check if the bucket chosen by rootFor() el s ot i

return
}

is empty (nwait) - if this is the case, it's safe to

if root.nwait.Load() == 0 {
unlock(&root.lock)

return since there won't be any sudog with the e
addr either i% SriZtiE\}va{:eAd:(ji

¥
unlock(&root. lock)
if s l=pil

Otherwise, call lockWithRank() to protect e T
k

if handoff && cansemacquire(addr) {

semaRoot from concurrent access by other

k
readyWithTime(s, 5+skipframes)

M’S if s.ticket == 1 && getg().m.locks == 0 {
goyield()

i
}
b



Releasing the Runtime Semaphore

Now check if the chosen bucket is empty again - I

. . semreleasel(addr, false, 0)
(nwait), because again lockWithRank() may i
have slept for a long time tonCraastaser, D

if root.nwait.Load() == 0 {
return
}

If this is neither the case, dequeue a sudog

if root.nwait.Load() == 0 {

unc semreleasel(addr *uint32, handoff bool, skipframes int) {

unlock(&root.lock)

whose G was waiting on addr, and decrement e

the bucket’s waiter count (nwait) e

¥
unlock(&root. lock)
if s l=pil

If the sudog is nil, there is no G waiting on v eonruptad samehare st
k

if handoff && cansemacquire(addr) {

addr, so simply return

k
readyWithTime(s, 5+skipframes)
if s.ticket == 1 && getg().m.locks == 0 {
goyield()
4
}
}



Releasing the Runtime Semaphore
At this point we can call unlock() because the B
semaRoot will no longer be accessed from y T

func semreleasel(addr *uint32, handoff bool, skipframes int) {

root := semtable.rootFor(addr)
here onwards atonic.Xadd(addr, 1)
if root.nwait.Load() == 0 {
return

}

Now if the mutex was in normal mode

if root.nwait.Load() == 0 {
unlock(&root.lock)

(handoff is false), we can just make the
s, t0, tailtime := root.dequeue(addr)

waiting G runnable via readyWithTime() G
Jy

unlock(&root. lock)
if s l=pil
if s.ticket != 0 {
throw("corrupted semaphore ticket")

if handoff && cansemacquire(addr) {
s.ticket = 1

k

readyWithTime(s, 5+skipframes)

if s.ticket == 1 && getg().m.locks == 0 {
goyield()



Releasing the Runtime Semaphore

Otherwise, the mutex was in starvation mode T
. semreleasel(addr, false, 0)
(handoff is true) }

func semreleasel(addr *uint32, handoff bool, skipframes int) {
root := semtable.rootFor(addr)
atomic.Xadd(addr, 1)

In this case we would want to hand off control LR et

return

}

to the starving G’s, rather than letting the oA e ks Tt

if root.nwait.Load() == 0 {
current G continue its execution and possibly } retun o)

s, t0, tailtime := root.dequeue(addr)

“barging in” to acquire the same mutex e

¥
unlock(&root. lock)
if s l=pil
if s.ticket != 0 {
throw("corrupted semaphore ticket")

if handoff && cansemacquire(addr) {
s.ticket = 1

k

readyWithTime(s, 5+skipframes)

if s.ticket == 1 && getg().m.locks == 0 {
goyield()



Releasing the Runtime Semaphore

But again, this only makes sense if i

. . semreleasel(addr, false, 0)
cansemacquire() is true, otherwise the i
awaken G will go to sleep immediately after omcaaitedar, 1

if root.nwait.Load() == 0 {

waking up y

lockWithRank(&root.lock, lockRankRoot)
if root.nwait.Load() == 0 {

unc semreleasel(addr *uint32, handoff bool, skipframes int) {

unlock(&root.lock)

Calling cansemacquire() also decrements the e

count before new G’s can “barge in”, making it ol "

¥
more likely for the starving G to acquire the o
throw("corrupted semaphore ticket")

Ik
Sempahore if handoff & cansemacquire(addr) {

s.ticket = 1

k

readyWithTime(s, 5+skipframes)

if s.ticket == 1 && getg().m.locks == 0 {
goyield()

4

}
}



Releasing the Runtime Semaphore

But we don’t want the awaken G in i

. semreleasel(addr, false, 0)
semacquirei() to call cansemacquire() again, i
otherwise it's not only wasteful but would also omcaaitedar, 1

if root.nwait.Load() == 0 {

decrement the value twice e

lockWithRank(&root.lock, lockRankRoot)
if root.nwait.Load() == 0 {

unc semreleasel(addr *uint32, handoff bool, skipframes int) {

unlock(&root.lock)

So as we said, we set the sudog’s ticket to 1, e
s, t0, tailtime := root.dequeue(addr)

which is 0 when returned from dequeue(), to LR

¥
tell the awaken G that there is no need to o
throw("corrupted semaphore ticket")

check cansemacquire() again AR

s.ticket = 1

k

readyWithTime(s, 5+skipframes)

if s.ticket == 1 && getg().m.locks == 0 {
goyield()

4

}
}



Releasing the Runtime Semaphore

When handing off control of the current G, we i
. semreleasel(addr, false, 0)
call goyield() instead of Gosched(): i

unc semreleasel(addr *uint32, handoff bool, skipframes int) {
root := semtable.rootFor(addr)
atomic.Xadd(addr, 1)

e goyield() puts the current G to the local run R .

return
}

q u e u e lockWithRank(&root.lock, lockRankRoot)

if root.nwait.Load() == 0 {
unlock(&root.lock)

e Gosched() puts the current G to the global e
s, t0, tailtime := root.dequeue(addr)

run queue ok X,

¥
unlock(&root. lock)
if s l=pil

In this case, no need to put sudog to global run e e
k

if handoff && cansemacquire(addr) {

gueue because it only increases contention and

k
readyWithTime(s, 5+skipframes)

decreases cache locality - we expect the current M i
}
G to be given back control soon )

}



Queueing/Dequeuing the G

So far we have abstracted a lot over this “wait queue”
which is present in each bucket (semaRoot) of the hash table (semaTable)

Let’s look into this in a bit more detail!



Queueing/Dequeuing the G with One-Level Lists

( IO N

Inltla”y (up Untl| 201 7), funcS(';oztg::r(nz;Root) queue(addr *uint32, s *sudog) {
. . . . s.elem = unsafe.Pointer(addr)
this was a simple linked list of heterogeneous| et
addresses ': r?ﬁi;i;hfie;é -
else
root.head = s

The semaphore address (&m.sema) is e e

)

stored in s.elem

func (root *semaRoot) dequeue(s *sudog) {

if s.next != nil {
s.next.prev = s.prev
} else {
root.tail = s.prev
}
if s.prev != nil {
s.prev.next = s.next
} else {
root.head = s.next
}
s.elem = nil
s.next = nil
s.prev = nil



Queueing/Dequeuing the G with One-Level Lists

func (root *semaRoot) queue(addr *uint32, s *sudog) {

No need to think of concurrent access S = 5Etal)

s.elem = unsafe.Pointer(addr)

because semacquire1() and semrelease1() s.next = nil

s.prev = root.tail
if root.tail != nil {

must acquire the lock beforehand voniicball eyt &

} else {

(although we could have made it lock-free...) [ oot =

root.tail = s

ik
func (root *semaRoot) dequeue(s *sudog) {
if s.next != nil {
s.next.prev = s.prev
} else {
root.tail = s.prev
}
if s.prev != nil {
s.prev.next = s.next
} else {
root.head = s.next
}
s.elem = nil
s.next = nil
s.prev = nil



Queueing/Dequeuing the G with One-Level Lists

Here’s a diagram illustrating the one-level list:

Suofog

root. L\ead——>[ elem 0x0001 Jé—[ e,lem Ox0001 )

next — next
g G3 ~
< elem: 0x0002 J <
prev prev

-~

gi GY%
elem: 0x0002

Je— root.tail




Queueing/Dequeuing the G with One-Level Lists

But since this issue got raised,
it's become a significantly more complicated...

sync: bad placement of multiple contested locks can cause drastic
slowdown - Issue #17953 - golang/go (github.com)

package main

import (

“flag"
“sync"
)
var offset = flag.Int("offset", 1, "Offset for the second lock")
func main() {
flag.Parse()
locks := make([]sync.RWwMutex, *offset+1)
ch := make(chan struct{})

var wg sync.WaitGroup

for i := 0; i < 10000; i++ {

1< 10; i++ {

.Lock()

offset].Lock()

offset].Unlock()

ocks[0].Unlock()
)

for 1 := 0; 1 < 100; i++ {
go func() {
for {



https://github.com/golang/go/issues/17953
https://github.com/golang/go/issues/17953

Queueing/Dequeuing the G with Two-Level Lists

Problem with one-level lists:

runtime: use two-level list for semaphore address search in semaRoot (36792) - Gerrit Code Review (googlesource.com)

e Given N goroutines (G1,G2,...,GN)

trying to acquire two mutexes (M1,M2) in the same order of M1—M2
G1 is holding M2
o G2 is waiting on M2
o G3is holding M1
o (G4,...,GN are waiting on M1
o M1 and M2’s &m.sema hash to the same bucket
e \When G1 releases M2, it needs to traverse all the sudog’s for G4,..,GN
before finding G2

e This means semrelease1() is O(N)

(@)


https://go-review.googlesource.com/c/go/+/36792

Queueing/Dequeuing the G with Two-Level Lists

Solution with two-level lists:

runtime: use two-level list for semaphore address search in semaRoot (36792) - Gerrit Code Review (googlesource.com)

e Use atwo level list for each bucket where the sudog’s with the same
&m.sema is grouped in a linked list and placed at the same element of the
outer list

e Searching for a particular address is now constant

e Popping from the front/pushing at the back of the inner list is still constant

e So this makes semrelease1() down to O(1)


https://go-review.googlesource.com/c/go/+/36792

Queueing/Dequeuing the G with Two-Level Lists

Here’s a diagram illustrating the two-level list:

SMJog
next next —
root.head —> f g G4 — 7ﬁ g GB
e clen’ 020001 elem: 0x0002 [ elem: 0x0003 ]
prev prev
waitlink \l/ waitlink
G2 ) ( g65
elem: 0x0001 ) L elem: 0x0002
waitlink \i/ waitlink \L
g G3 ) ( g G6
elem: 0x0001 ) pele,m: 0x0002
1\ waitlink \l/
s.waittail g a7
elem: 00002

!

s.waittail

I\

g+ G10

elem: 0x0004 ]e_root-tail




Queueing/Dequeuing the G with Two-Level Lists

Traverse the outer list by following
s.next, until we find a sudog with

func (root *semaRoot) queue(addr *uint32, s *sudog) {

. s.g = getg()
matChIng elem s.elem = unsafe.Pointer(addr)
for t := root.head; t != nil; t = t.next {

. . if t.elem == unsafe.Pointer(addr) {
If a sudog with the corresponding addr e m | = ik

. . } else {

is not found, inserts a new such element o SRR =

. . t.waittail = s

in the outer list ke

Iy
+

s.next = nil
s.prev = root.tail
if root.tail != nil {
root.tail.next = s
} else {
root.head = s
}

root.tail = s



Queueing/Dequeuing the G with Two-Level Lists

The sudog in the outer list is also the
head of the inner list

func (root *semaRoot) queue(addr *uint32, s *sudog) {

s.g = getg()
s.elem = unsafe.Pointer(addr)

Every sudog is used to point to a g and o

. . . if t.elem == unsafe.Pointer(addr) {
no sudog is used just as an internal el
} else {
t.watttail.waitlink = s
node )
t.watttail = s
s.waitlink = nil

:= root.head; t != nil; t = t.next {

return
}
}
s.next = nil
s.prev = root.tail
if root.tail != nil {
root.tail.next = s
} else {
root.head = s
}

root.tail = s




Queueing/Dequeuing the G with Two-level Lists

Traverse the outer list by following s.next, |
and jump to Found if a sudog with the v

matching address is found L :

If the corresponding inner list is not a h

singleton, pop an element from the inner list s T
Otherwise remove the entire inner list and

the corresponding element from the outer list T

now int64) {




Queueing/Dequeuing the G with Treaps

Problem with two-level lists:

runtime: use balanced tree for addr lookup in semaphore implementation (37103) - Gerrit Code Review (googlesource.com)

e Given N goroutines (G1,G2,...,GN)
trying to acquire N/2 mutexes (M1,M2,...,M(N/2)) in the same order of
M1—->M2—...—-M(N/2)

G1 is holding M(N/2)

G2 is waiting on M(N/2)

G(N-1) is holding M1
GN is waiting on M1
M1,M2,...,M(N/2)'s &m.sema hash to the same bucket

e \When G1 releases M(N/2), it needs to traverse all the sudog’s for
M1,M2,...,M(N/2-1)’s addresses before finding the one for M(N/2)
e This means semrelease1() is still O(N)

@)
(©)
@)
@)
@)
(©)


https://go-review.googlesource.com/c/go/+/37103

Queueing/Dequeuing the G with Treaps

Solution with treaps:

runtime: use balanced tree for addr lookup in semaphore implementation (37103) - Gerrit Code Review (googlesource.com)

e Use a treap for each bucket where the sudog’s with the same &m.sema
is grouped in a linked list and placed at the same node of the treap

e Searching for a particular address now takes logarithmic time

e Popping from the front/pushing at the back of the inner list is still constant

e So this makes semrelease1() down to O(log(N))


https://go-review.googlesource.com/c/go/+/37103

Queueing/Dequeuing the G with Treaps

Here's a diagram illustrating the treap:

sudog
gi <l
root.head —> ticket: 1
elem: 0x0001
parent
prev next
\ﬁ l g: G%
g G2 g G7 ‘ ticket: O <— waittail
ticket: 3 ticket: 5 elem: 0x0005
elem: 0x0002 elem: Ox0005
l [aarent
P i waitlink
\L :l g G6
g G5 ticket: O <«— waittail
g G3 g G4 ticket: O elem: 0x0004
ticket: 8 ticket: 7 elem: 0x0004 ~
elem: 0x0003

elem: 0x0004
waitlink

waitlink



Queueing/Dequeuing the G with Treaps

Treap is a hybrid of a BST and a max heap

Each node of a treap has a key, value and a
randomly assigned priority

e ABST in terms of key
o In-order equals the sort order
e A min heap in terms of priority
o Parent priority is greater than child priority

Treap can be seen as a “Cartesian” tree
(looks like a binary tree when mapped in 2D)

18 ¢

g |
6
il
2 |

(18,11)

(19,2)

9 4 6 8 10 12 14 16 18 20 22

Treap - Wikipedia



https://en.wikipedia.org/wiki/Treap

Queueing/Dequeuing the G with Treaps

Treap operations in a nutshell:

e Finding a node:
1. Perform a normal BST search by key
e Inserting a node:
1. Assign random priority to the node
2. Perform normal BST insertion by key
3. Rotate the tree until the heap invariant is restored
e Deleting a node:
1.  Assume the node to be deleted has the largest priority
2. Rotate the tree until the node moves down to become a leaf
3. Delete the leaf node



Queueing/Dequeuing the G with Treaps

Treap rotations in a nutshell: () (e)
e Rotate right if the left child priority is O :> S
less than the parent priority
e Rotate left if the right child priority is

less than the parent priority

LEFT

A= @

Binary Search Trees (Imu.edu)



https://cs.lmu.edu/~ray/notes/binarysearchtrees/

Queueing/Dequeuing the G with Treaps

A tree rotations maintains the in-order and () (=)

thus the BST invariant () (2 (%)
>
Given the left/right subtree maintains the A
heap invariant, a tree rotation maintains the

heap invariant for the entire tree

So by recursively perform the tree rotation (&) ©.

from bottom-up, we can restore the heap O ORI "I O A

o 00

Binary Search Trees (Imu.edu)



https://cs.lmu.edu/~ray/notes/binarysearchtrees/

Queueing/Dequeuing the G with Treaps

Treap is self-balancing because: () (e)
() (2 (4)
e Let L/R denote the left/right subtree, X >
its parent node, and P(T) the set of
priorities of the nodes inatree T

e As more nodes end up in L, the
probability that min(P(L)) < P(X) <
min(P(R)) increases, trigerring a tree © (o)

rotation, and vice versa O (&) E> () A

Binary Search Trees (Imu.edu)



https://cs.lmu.edu/~ray/notes/binarysearchtrees/

Queueing/Dequeuing the G with Treaps

Treap is self-balancing because: () (e)
() (2 (%)
e This sequence of tree rotations >
eventually reaches the equilibrium to the
point where L and R are equally sized

e This property holds for any subtree, and
so the entire treap should be balanced

LEFT

A= @

Binary Search Trees (Imu.edu)



https://cs.lmu.edu/~ray/notes/binarysearchtrees/

Queueing/Dequeuing the G with Treaps

Traverse the outer treap’s children by following
next/prev (each points to left/right child)

If the sudog with the matching address (t) is found:

e Ifin LIFO mode, substitute t with the new one,
by copying its priority, parent/child pointers, and
place t after the new one in the inner list

e Otherwise simply put the new one at the end of
the inner list

Also remember to increment waiters count of the
inner list




func (root *semaRoot) queue(addr *uint32, s *sudog, lifo bool) {
s.g = getg()

Queueing/Dequeuing the G with Treaps

If no matching sudog is found in the outer |
treap, we obtain a random number via . I

cheaprand() to assign a priority after insertion R e

if goarch.IsAmd64|goarch.IsArm64|goarch.IsPpc64|
goarch.IsPpc64le|goarch.IsMips64|goarch.IsMips64le]|

cheaprand() is a fast but non-cryptographic mo-chesprand <1 oxaarelabiabdeant o
hi, lo := math.Mul64(mp.cheaprand, mp.cheaprand”~0xe7037ed1a0b428db)
return uint32(hi ~ lo)

(not safe) random number generator, which is }

t := (*[2]uint32)(unsafe.Pointer(&mp.cheaprand))
. . sl, s0 := t[0], t[1]
implements: 2l

sl = sl ~ s@ ~ sl>>7 ~ s0>>16

t[0], t[1] = s0, sl

return s0 + sl

pt = &t.next
}
}

e wyhash on ARM and AMD etfc.
e xorshift64+ on other platforms

s.ticket = cheaprand() | 1
s.parent = last
*pt =5

for s.parent {1 & s.parent.ticket > s.ticket {

if s.par rev == s {
oot.rotateRight(s.parent)
} else {
if s.parent.next != s {

panic(“semaRoot queue”)

root.rotateLeft(s.parent)
}
I
2




Queueing/Dequeuing the G with Treaps

And finally we insert the new node, and rotate
the tree from bottom up, until the heap invariant
Is restored




func (root *semaRoot) queue(addr *uint32, s *sudog, lifo bool) {

s.g = getg()

s.elem = unsafe.Pointer(addr)
s.next = nil

s.prev = nil

s

Queueing/Dequeuing the G with Treaps =

pt := &root.treap

for t := *pt; t !=nil; t = *pt {
if t.elem == unsafe.Pointer(addr) {
if lifo {
*pt = s

s.ticket = t.ticket
s.acquiretime = t.acquiretime

For the tree rotations, notice

s.prev.parent = s

rotateLeft(s.parent)/rotateRight(s.parent) e

s.waitlink = t
s.waittail = t.waittail

makes s the root of the parent tree il

s.waiters = t.waiters
if s.waiters+l 1= 0 {
s.waiters++

func (root *semaRoot) rotateLeft(x *sudog) { func (root *semaRoot) rotateRight(y *sudog) {

//p->(xal(ybc)) //p->(y (xab)c)

p := x.parent p := y.parent

y := X.next X 1= y.prev

b := y.prev b := x.next

y.prev = x x.next =y

X.parent =y y.parent = x

x.next = b y.prev = b

if b != nil { if b != nil {
b.parent = x b.parent =y

+ +

y.parent = p x.parent = p

if p == nil { if p == nil {
root.treap =y root.treap = x

} else if p.prev x { } else if p.prev ==y {
p.prev =y p.prev = x

} else { } else {
if p.next != x { if p.next =y {

throw("semaRoot rotateLeft") throw("semaRoot rotateRight")

* *
p.next =y p.next = x




Queueing/Dequeuing the G with Treaps

Traverse the outer treap again, and return if a sudog
with the matching address (s) is not found

Otherwise jump to Found




Queueing/Dequeuing the G with Treaps

If the inner list is not a singleton, we can safely
substitute the second frontmost element with the
head, without deleting the node s in the outer treap

Otherwise assume s has the largest priority and
rotate the tree to push s down until it becomes a
leaf, and then delete it from the outer treap

Also remember to decrement the waiters count of
the inner list




Queueing/Dequeuing the G with Treaps

func (root *semaRoot) dequeue(addr *uint32) (found *sudog, now, tailtime int64) {
ot.treap

*ps {

P
safe.Pointer(addr) {

if uintptr(unsafe.Pointer(addr)) < uintptr(s.elem) {

For the tree rotations, notice that
rotateLeft(s)/rotateRight(s) makes s the T

}

return nil, @, @
H Found:
left/right subtree e e
s.ticket
‘ R k
if t.prev != nil {
t
[ XN J }
t.nex
if t
func (root *semaRoot) rotateLeft(x *sudog) { func (root *semaRoot) rotateRight(y *sudog) {
//p->(xal(ybc)) //p->(y (xab)c)
p := x.parent p := y.parent
y := X.next X 1= y.prev
b := y.prev b := x.next
y.prev = x x.next =y
x.parent =y y.parent = x
x.next = b y.prev = b
if b != nil { if b != nil {
b.parent = x b.parent =y
+ +
y.parent = p X.parent = p
if p == nil { if p == nil {
root.treap =y root.treap = x
} else if p.prev x { } else if p.prev ==y {
p.prev =y p.prev = x
} else { } else {
if p.next != x { if p.next =y {
throw("semaRoot rotateLeft") throw("semaRoot rotateRight")
p.next =y p.next = x
I I
iy Iy



Appendix: Sync Primitives Dependency

Today we’ve looked at sync/mutex - but
we should definitely explore more on the
sync and runtime package in the future! [ Gosched )

/
[ runtime/chan %\time/sema ] [ runtime/atomic )

[ syv\c/a‘tomic ]

e

[ St,nc/mutex J

i syne/rwmutex l

sync/semaphore




Appendix: Detecting Races

Implemented with TSAN (C++) internally:

go/src/runtime/race.qo at master - golang/qgo (github.com)



https://github.com/golang/go/blob/master/src/runtime/race.go

Appendix: Profiling Mutexes

Implemented in pprof and mprof in runtime/sema:

go/src/runtime/mprof.go at master - golang/go (qithub.com)



https://github.com/golang/go/blob/master/src/runtime/mprof.go

